UNITED STATES MARINE CORPS
MARINE CORPS INSTALLATIONS COMMAND
3000 MARINE CORPS PENTAGON
WASHINGTON, DC 20350-3000
IN REPLY REFER TO:

5200.1A
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FEB 12 2015

MARINE CORPS INSTALLATIONS COMMAND ORDER 5200.1A

From: Commander
To: Distribution List

Subj: MARINE CORPS INSTALLATIONS COMMAND (MCICOM) MANAGERS’ INTERNAL CONTROL
PROGRAM (MICP} ORDER

Ref: (a) MCO 5200.24D, “Marine Corps Managers’ Internal Control (MCMIC)

Program,” 19 Mar 2008

(b} OMB Circular A-123, Revised, “Management’s Responsibility for
Internal Control,” 21 Dec 2004

(c) United States Government Accountability Office, “Standards for
Internal Control in the Federal Government,” Sep 2013

(d} Office of Management and Budget, “Federal Managers Financial
Integrity Act (FMFIA) of 1982,” 8 Sep 1982

(e) DODI 5010.40, “"Managers' Internal Control (MIC) Program
Procedures, ” 30 May 2013

(f) SECNAVINST 5200.35F, “Department of the Navy Managers’ Internal
Control Manual,” 21 Jul 2014

{(g) MCICOMO 7500.1, “Marine Corps Installations Command (MCICOM) Audit
Assurance Preparations,” 28 December 2012

{(h} MCC 5400.54, “Marine Corps Installations Command Roles and
Responsibilities,” 19 April 2013

(i) SECNAV M-5210.1, “Department of the Navy Records Management
Manual,” Jan 2012

(i)} Memorandum of Agreement between COMMCICOM and CG TECOM dated 17
Jun 2014

Encl: (1) MCICOM Certification Statement Guidance
(2) MCICOM MICP Build Process
(3} DoD Internal Control Reporting Categories
(4) USMC Installation Business Model
(3) MCICOM MICP Matrix
(6} MCICOM Definition of Terms

1. Situation

a. Per reference {a) the Commandant of the Marine Corps (CMC) is
required to submit an annual Statement of Assurance (SoA) to the Secretary of
the Navy on behalf of all Marine Corps operations. This statement is
intended to identify material weaknesses, reportable conditions, and
corrective action plans that put Marine Corps operations, equipment and
facility accountability, resources or public perception at risk. In support
of this requirement, the CMC receives annual statements of assurance from
Headquarters U.S. Marine Corps Departments and subordinate commands. As such,
Marine Corps Installations Command (MCICOM) will prepare and submit an annual
SoA.

DISTRIBUTION STATEMENT A: Approved for public release; distribution is
unlimited.



MCICOMO 5200.13

b. This Order establishes the Managers’ Internal Control Program {MICP)
pelicy for MCICOM.

2. Cancellation. MCICOMO 5200.1.

3. Mission. MCICOM will execute a continuous and comprehensive MICP in
order to ensure command rescurces are managed effectively, efficiently and in
compliance with applicable laws, orders and policies.

4. Execution

a. Commander’s Intent

{1) MCICOM will establish and maintain effective Internal Control (IC)
and management processes in order to carry out mission requirements.
Conseguently, MCICOM knows what it is supposed to do (mission), who is
responsible for doing it (accountability}, how to properly do it (regulations
and procedures), and whether it is being done as reguired (compliance). The
MICP should directly support and be integrated within everything the Marine
Corps does; it should ensure we know what we have, how we are using it, and
who is responsible for it.

{2) Additionally, MCICOM requires an IC program that provides value
and assurance to the Commander at each level of command, maximizes the use of
existing management assessments and minimizes the creation of separate
processes. To achieve this, the MCICOM MICP will be structured to leverage
processes, goals and objectives covered in existing Marine Corps programs.
The MICP will be specifically integrated and coordinated to support Command
Inspector General (IG) checklists, Financial Improvement and Audit Readiness
(FIAR) guidance, real property accountability, general equipment
accountability, MCICOM goals and objectives, readiness reporting categories,
CMC priorities, Common Qutput Levels of Service (COLS), environmental
compliance evaluations (ECE), asset evaluations and other business practices
that directly support daily operations. The MCICOM MICP program will be
standardized, sustainable and applicable across all installation functions
{enclosure (4)}.

(3) Effective ICs provide reasonable assurance that weakness in
business operations can be prevented or detected early encugh to mitigate and
prevent adverse impact on MCICOM. To reinforce accountability, commanders,
staff and program managers at all levels of MCICOM are responsible for
ensuring that resources under their purview are managed efficiently and
effectively, and (a) programs and operations operate with integrity and
accountability; (b) programs and operations comply with applicable laws and
regulations; and, (c) the potential for fraud, waste, mismanagement and
negative public opinion is minimized.

(4) The annual MICP program assessment concludes with a certification
statement that demonstrates reasonable assurance on the effectiveness of
MCICOM IC to the CMC.

b. Concept of Operations

(1) Per reference (a), the Deputy Commandant, Programs and Resources
(DC, P&R) is responsible to the CMC for coordination of the USMC MICP. DC,
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P&R releases annual guidance regarding the completion of this program
{(enclosure {1)).

{2) The MCICOM Assistant Chief of Staff, G-8 (AC/S, G-8), whose
directorate is functionally aligned with DC, P&R, will coordinate the MCICOM
MICP and will likewise release annual guidance covering specific and unique
requirements of the annual submission. This Order will act as the
foundational document governing the program. The annual guidance will
clarify requirements for annual submissions.

(3} The MICP requires the active invelvement of MCICOM Directorates,
Region Commanding Generals, and their respective commands and staffs. MCICOM
Directorates and subordinate commands will designate, in writing, an Internal
Control Coordinator (ICC) to serve as a liaison and point of contact (POC)
for this program. The Command ICC will coordinate with functional managers
in the execution of their responsibilities, i.e. analyze risks, evaluate
existing controls, determine if there are any new weaknesses and implement
corrective actions.

(4) MCICOM Headguarters (HQ) will establish a command Senior
Assessment Team (SAT} to assist in advising Commander, Marine Corps
Installations Command (COMMCICOM} regarding the execution of the Command’s
MICP. AC/S, G-8 will chair the SAT and will convene meetings as needed.
Membership will include all AC/S within the HQ. The functions of the MCICOM
SAT will mirror those of the USMC SAT.

{5) Each command will conduct an annual IC assessment utilizing the
guidance in this Order and guidance contained in the references. The annual
ICs’ assessment consists of four MICP assessing and reporting elements and
encompasses Internal Controls Over Operations (IC0O0), Internal Controls Qver
Financial Reporting (ICOFR), Internal Controls Over Financial Systems (ICOFS)
and Internal Controls Over Acquisition Functions (ICOAF). The USMC is
required to submit a consolidated SoA that includes ICO0, ICOFR, and ICOFS.
MCICOM is required to submit a certification statement for ICs for ICOO.

HQMC P&R will centrally manage the requirements for the ICOFR and ICOFS. The
Department of the Navy (DON) MICP Coordinator will centrally manage DON's
requirement for ICOAF. All are critical in supporting Marine Corps Clean
Budit Efforts.

{a) Internal Controls Over Operations (ICOQ}. The ICOQ process
uses a bottom-up method through which the MCICOM Headquarters Directorates
and Commanding Generals from each MCICOM Region must annually submit to
COMMCICOM a certification statement on the effectiveness of ICs over all
functions, programs, and operations under their authority. Compliance is
achieved when command elements cooperate fully with their respective AC/S, G-
8 (Comptroller) to properly identify, document and test ICs. As an ongoing
respensibility of commanders at all levels, material weaknesses and
reportable conditions must be identified, reported, and corrective actions
monitored until resolved. Instructions for completing annual certification
statements and supporting templates are provided in this Order and via an
annual bulletin released by the MCICOM AC/S, G-8.

1. This process must include risk assessments, the
identification of ICs, and IC testing. Leverage any existing management
assessments, evaluations, continuous process-improvement project results,
established “best practices,” and recent audit findings, if applicable.

g
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Recent audit findings must not be the primary support of an Assessable Unit’s
(AU) evaluation of ICs and must only be used to further substantiate
management’s conclusions. The concept of materiality is not primarily
financial. Qualitative factors such as impact on mission success or failure,
health and safety, and threat to image must be considered.

2. Any items identified at the region/base/station level
that can be corrected at those levels without the assistance from higher
headquarters {HHQ) do not need to be reported on this Statement to MCICOM.

(6} Upon completion of the annual ICOC assessment, each command will
prepare and submit their annual certification statement via the chain of
command. Installations will complete and submit their annual certification
statement to the respective regional commanding general. In turn, the
regional commanding generals will submit an annual certification statement to
COMMCICOM., MCICOM HQ Directorates and Special Staff will also submit their
annual certification statement directly to COMMCICOM (AC/S, G-8) for
consolidation. Upon completion and review of all subordinate documentation,
COMMCICOM will submit the MCICOM certification statement to DC, P&R.

(a) Marine Barracks Washington (MBW} will submit its annual
certification statement directly to COMMCICOM.

{b} Commanding General, Training and Education Command (CG, TECOM)
will submit an installation specific certification statement to Commander
MCICOM that consolidates input from the TECOM commanded installations.

{7} Under the guidelines of this Order, MCICOM is a Major Assessable
Unit (MAU) within the Marine Corps. The Regions will be an AU to MCICOM and
the Installations will be an AU to the Regions. The installation functions
will operate by executing Assessable Functions (AF) (see enclosure (2}).

(a) Commands subordinate to MCICOM, are AU's to MCICOM (Marine
Corps Installations East (MCIEAST), Marine Corps Installations West (MCIWEST),
Marine Corps Installations Pacific (MCIPAC), Marine Corps Installations
National Capital Region (MCINCR) and Marine Barracks Washington).

1. Regional Commanders will serve as the Assessable Unit
Manager (AUM) and will sign the Annual Certification Statement to COMMCICOM.

{b}) Installations subordinate toc a MCICOM Region are known as AUs
to that respective Regional Command.

2. Installation Commanders will serve as the AUM and will
sign the Annual Certification Statement to their respective Region. This
responsibility may not be further delegated.

(B) AFs will be standard throughout the Command and will be
controlled and approved by the MCICOM MICP coordinator. Each AF will be
logically tied to the following: Marine Corps Program Code (MCPC), MCICOM
COLS installation portfolios and functions, Department of Defense ({DoD) IC
reporting categories, IG checklist, MCICOM organizational goals and
objectives, readiness reporting area, Marine Corps Order and Joint Capability
Areas/Marine Corps Capability Areas (JCA/MCCA). Linking the MICP AFs to
existing requirements will tie the MICP to daily operations.
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(a) Each AF belongs within a defined COLS installation function.
The installation functions have been aligned to the 23 DoD IC reporting
categories provided in enclosure (3); made up of the 17 IC operational
reporting categories (ICO0O) and six end-to-end business process reporting
categories (ICOFR/ICOFS), as ildentified in reference (b).

1l. Material weaknesses and accomplishments are reported
within one of the 17 ICOO DoD IC reporting categories.

2. FEach of the 17 ICOC0 DoD IC reporting categories have been
assigned a HQMC Core Functional Manager lead role, based upon the
installation function, responsible for providing guidance and higher level
oversight for the applicable category. MCICOM HQ has assigned corresponding
portfolio management responsibilities to the MCICOM Directorates for each
installation function in order to mirror the HQMC managers.

{b) The AFs are aligned to one or more of the 123 Inspector
General (IG) Functional Area (FA) checklists.

{c) Enclosure (2) depicts the MICP structure for MCICOM and
enclosure (5) defines the alignment of assessable functions with COLS
installation portfolios and functions, IC reporting categories and IG
functional areas.

c. Tasks

{1) CG MCIEAST, CG MCIWEST, CG MCIPAC, CG MCINCR, CO MBW, MCICOM HQ
Directorates and Special Staff Sections:

(a) Develop, maintain, and evaluate ICs over the functions,
programs, and operations under your authority.

(b) Ensure programs and functions operate optimally and resources
are used efficiently and effectively in accordance with the command’s mission.

(¢} Ensure ICs are in place, operating effectively, efficiently
and in compliance with applicable laws and regulations.

(d) Appoint a Command ICC (primary and alternate) and provide
contact information to the MCICOM AC/S, G-8 MICP coordinator.

{e) Submit your command’s annual certification statement to
COMMCICOM for ICCOO by established deadlines.

{f) As directed by HHQ, provide support for ICOFR, ICOFS and
ICOAF reporting requirements.

{g) Ensure that timely and effective actions are taken to
remediate all deficiencies. Develop, execute, track, and report on
corrective action plans (CAP) to mitigate any new or systemic weakness until
resolved. CAPs should note deficiencies, modification to control, assigned
responsibility to modify control, milestone date for completion and follow-up
test work to ensure completion.

{h}) Maintain records created as a part of the annual MICP process
for six years and three months in accordance with reference (c).
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Continuously monitor and assess the effectiveness of ICs for a results
oriented management.

(i) Assign appropriate personnel responsibilities for each AF.
Ensure that military and civilian personnel responsible for the MICP are
identified and the respective fitness report or performance appraisal system
reflects IC responsibilities, accomplishments, deficiencies and corrective
actions undertaken and completed.

{2) MCICOM AC/S, G-8

{(a) Take responsibility for the effective implementation of
MCICOM MICP, ensure compliance with USMC peolicy and coordinate with DC, P&R
as required.

{(b) Receive annual certification statements from subordinate
commands and HQ MCICOM Directorates. Analyze submissions and prepare a
decision brief.

{(c) Upon approval of content by COMMCICOM, prepare the annual
Commander’s certification statement and results of IC submissions to HQMC, DC,
P&R.

{d) Approve/disapprove AF modifications and additions requested
by MCICOM HQ elements and subordinate commands.

(e} Track corrective actions taken to monitor prompt resolution
of control deficiencies, reportable conditions, or material weaknesses.
Report status of progress made to correct deficiencies to HOMC P&R.

{f) Ensure MICP training is provided,

d. Coordinating Instructions

{1} Annual guidance and formats for submission will be provided via
an annual command bulletin and/or Marine Corps Action Tracking System (MCATS).
Annual statements are normally due to MCICOM HQ arcund the April timeframe of
~each .year.

{2) The reporting peried for the MICP runs from 15 May to 30 April
each year for USMC organizations. Reporting requirements through several
layers of Command require earlier submissions from subordinate units in order
to meet established deadlines. These deadlines will be published in the
annual command bulletin.

(3) The MCICCM AC/S, G-B Resource Evaluation and Analysis (RE&A)
Branch provides direct oversight of the MICP.

(4) In order to maintain functional alignment, the command ICC will
be located within the respective command’s RE&A office. Organizations and
activities without a comptroller office should appoint a coordinator who
understands the MICP Program and can provide training to managers responsible
for the IC program and its reporting requirements.

{3) Per the references, appointees must complete Department of the
Navy Managers’ Internal Control (DON MIC) Program Training for coordinators.
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All ICCs and Alternate ICCs shall complete the MICP training and shall take
refresher training every three years. Commanding generals, commanding
officers, managers, and those responsible for AFs are highly encouraged to
take the training. Training can be found online through Navy e-Learning and
Navy Knowledge Online (course number: OASN-MCPT-1.3) at the following website:

https://wwwa.nko.navy.mil/

{6) Continuous Process Improvement (CPI) Green Belt (GB) training is
available from HQMC P&R and encouraged for all MICP Coordinators, Alternates,
and Resource Evaluation and Analysis (RER) Officers. The intent of the
training is to equip MICP Coordinators and Alternates and REA Officers with a
set of analytical and process improvement tools that can be used to reduce
risk, develop corrective action plans (CRPs), develop ICs, and improve the
overall effectiveness of an organization’s MICP. Upon completion of the CPI
GB, training course participants can obtain a CPI Certification by completing
two events.

(7) Sample certification statements and required supporting
documentation are described in references (c) and (d).

(8) Beginning in Fiscal Year (FY) 16, AU's will be required to submit
an MICP 5-Year Evaluation Plan to MCICOM every two years. It is acknowledged
that the MICP does not attempt to evaluate ICs for every requirement,
recognizing that the cost of ICs must not exceed the benefit derived. This
evaluation plan is a systematic examination of key ICs based on actual
testing to ensure that evaluations are conducted at least once every five
years.

(9} MCICOM will convene a SAT to assist in reviewing the submissions
and providing a recommendation of items to be included in MCICOM's
certification statement submitted to HQMC, DC, P&R.

5. Administration and Logistics

a. MCICOM AC/S, G-8 will publish annual guidance and timelines for
submission of all certification statements.

6. Command and Signal

a. Command. This Order is applicable to all organizations within MCICOM.
The MICP is a command responsibility; this Order does not apply to
installations commanded by Training and Education Command.
b. Signal. This Order is effective the date_ signed.
4 -
J. G. AYA
DISTRIBUTION: C

Copy to:
CG TECOM



Managers’ Internal Control Program (MICP} Certification Statement
Guidance

1. Certification Statement Submission Details

a. Per MCICOM Order 5200.1A, all Assessable Unit Mangers (AUMs) are
required to submit their respective MICP Certification Statement, as required
by the Federal Managers’ Financial Integrity Act (FMFIA) of 1982, to
COMMCICOM.

b. The certification statement indicates the Commander’s assessment of
internal controls in effect during the 12-month period. The statement must
indicate whether those controls provided reasonable assurance that:

(1) Programs achieved their intended goals and cbjectives;
(2) Use of resources was consistent with the Marine Corps mission;

(3) Programs and resources were protected from waste, fraud, and
abuse;

(4) Laws and regulations were followed;

{5) Reliable and timely information was obtained, maintained,
reported and used to support decision-making; and

(6) Revenues and expenditures applicable to agency operations were
properly recorded and accounted for to permit the preparation of accounts and
reliable financial and statistical reports and to maintain accountability
over the assets.

c. The Commander/Principal of each unit or organization identified as an
Assessable Unit (AU) must sign the certification statement. Certification
signature authority cannot be further delegated.

d. The certification statement must be one consclidated / integrated
response for your command.

{1) List no more than 6 accomplishments for your region,
incorperating input from all your assessable units {installations).

(2) Prioritize by listing your top accomplishment first.

{3) Consolidate all your assessable units’ {(installations) Material
Weaknesses (MW), Reportable Conditions (RC) and Items-to-be-revisited (IR),
both uncorrected and corrected. Only include those items your region
determines should be reported to COMMCICOM. Normally these items require
assistance and support from higher headquarters to solve and correct. There
is no limit on reportable items. Material Weaknesses and Reportable
Conditions identified during audits (GAO, DoDIG, NAS, etc.) must be included.

e. COMMCICOM relies on your certification statements to provide the
basis for the Marine Corps Installations Command Statement of Assurance to
the Commandant of the Marine Corps. The signed certification statement
includes all activities across your entire span of control, not just
financial activities. Leaders at all levels are encouraged to focus on
controls associated with their assigned mission(s), tasks, and chartered
responsibilities.

f. Each AU certification statement package must contain the following:

ENCLOSURE (1)



g. Addressees must submit their internal control certification statement
via the Marine Corps Action Tracking System (MCATS) in accordance with the
date established in the published annual bulletin. The response must include
the certification statement, accomplishments, MW, RC, IR reported, and
corrective action plans.

2. Certification Statement Templates. The following templates are provided
to assist with the format and sections required for your Certification
Statement. These templates represent a different reporting format from those
used during previous cycles and a coordinated effort to standardize and
include DoD IC Reporting Categories as part of audit readiness preparedness.
Corrective Action Plans (CAPs) are a critical component of this program.
Commanders and Principals are responsible for ensuring that timely and
effective actions are taken to remediate all deficiencies identified.

ENCLOSURE (1)



Enclosure (1) to Certification Statement: Acconmplishments

Describe the organization’s most significant accomplishments or achievements
and actions taken by the Command during the reporting cycle. Highlight areas
where your organization became more effective or efficient in operations,
improved fiscal stewardship, or complied with applicable laws and
regulations. Provide details on accomplishments achlieved in the execution of
the MICP since your previous Certification Statement. Each significant
accomplishment must be identified with one of the 17 ICO0 functional
categories identified in DoDI 5010.40. Significance shall be determined
according to the Commander/Principal. An accomplishment must tie to an
assessable unit (organization) and/or to a functional area(s). The write up
should explain the “before” and “after” story of how internal contreols were
strengthened or implemented to become an accomplishment. Accomplishments
should be associated with an organizations goals and objectives.

Questions that can help identify good accomplishments include:
What was the impact to your organization?

Were there problem areas that required CAPs that produced positive results
for your activity?

Does the accomplishment provide a best practice that should be adopted by
MCICOM or the Marine Corps?

Did your actions result in effective and efficient operations to the
organization?

Was there a measureable outcome produced as a result of strengthening or
implementing an internal control?

ENCLOSURE (1)



the benefits or implications to your organization and / or possibly to
the USMC as a result of this accomplishment. Quantify as much as
possible the benefits (cost reduction and avoidance) derived from
implementing the control(s).

4, Functional Category (Internal Control Reporting Category): Mark
the appropriate functional category (Per DoDI 5010.40 - 17 Operations
Reporting Categories) E.g. Security.

5. Point of Contact: Name, position, organization, telephone number,
email.

6. Approver: Name, position, organization, telephone number, email.

[Provide point of contact information for supervisor approving
accomplishment.]

Note: Always spell out all acronyms when used the first time.

ENCLOSURE (1)



Functicnal Category

a. Communications

b. Intelligence

c. Security

d. Comptroller and
Resource Management

e. Contract
Administration

f. Force Readiness

g. Information
Technology

h. Acquisition

i. Manufacturing,
Maintenance, and Repair

j. Other

k. Personnel and
Organizational Management

1. Procurement

m. Property Management

n. Research,
Development, Test, and
Evaluation

o. Security Assistance

p. Supply Operations

g. Support Services

Notes (if applicable)

Point of Contact

Kevin J. White, Security Manager,
Management Branch, at kevin.white@hgmc.mil, (703) 614-3609

Security Programs and Information

Approver

Mahatha M. Oliver, Jr., Head, Security Programs and Information
Management Branch, at mahathafusmc.mil, (703) 614-3605

ENCLOSURE

(1)




Example summary/list below
{Actually submitted to DON in USMC FY 2014 Statement)

Summary of Material Weaknesses (MW) and Reportable Conditions (RC) for
Internal Controls over Operations (ICOO0)

Uncorrected Deficiencies Identified During the Period Fiscal Year 2014

Title Deficiency Targeted
Type Correction date
1. Radioactive Material (RAM) RC 1°* Qtr. FY 2015

Control Program

Uncorrected Deficiencies Identified During Prior Periods

Title Deficiency Year First
Type Reported

1l. Controls and oversight for

USMC Fuel Tank MW FY 2013

2. Offline Requisitions MW FY 2009

(See Enclosure (3) for
Corrective Action Plan (CAP))

Corrected Deficiencies Identified During Current and Prior Periods

Title Deficiency Year First
Type Reported
1. Global Combat Support RC FY 2012

System Marine Corps (GCSS-MC)
Roles and responsibilities

2. Compliance with Statutory MW FY 2013
Requirements for “Undefinitized
Contract Actions’” (UCA)

3. 24/7 Sexual Assault-related RC FY 2013
Help-line Telephone Numbers

4. Loss of Government Equipment/Assets RC FY 2013
Types of Deficiencies:

MW = Material Weakness
RC = Reportable Condition

11
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Deficiencies Template/Format: Corrective Action Plan (CAP)

Must use when submitting statement

Title of Deficiency (Limit to 100 characters)

Description of Deficiency (Limit to 5,000 characters)

Functional Category (Mark “X” in applicable functional category)

a. Communications

b. Intelligence

c. Security

d. Comptroller and
Resource Management

e. Contract
Administration

f. Force Readiness

g. Information
Technology

h. Acguisition

i. Manufacturing,
Maintenance, and Repair

j. Other

k. Personnel and
Organizational Management

1. Procurement

m. Property Management

n. Research,
Development, Test, and
Evaluation

0. Security Assistance

p. Supply Operations

g. Support Services

Notes (if applicable)

Deficiency Type (Mark “X"” in applicable deficiency type)

a. Material
Weakness (MW)

b. Reportable
Condition (RC}

Justification {(Mark “X” in applicable justification(s})

a. Threat to Image

b. Threat to Mission |

¢. Threat to
Resources

Notes (if applicable)

Organization (Insert “Organization Name’)

Senior Accountability Official (Insert “Full Name, Title, email, and

Phone Number”)

Year Identified (Insert “Fiscal Year”)

Original Targeted Correction Date (Insert “Quarter, Fiscal Year”)

Targeted Correction Date in Last Year’s Report (Insert “Quarter,

Fiscal Year”)

13
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a. Title

b. Date (Quarter,
Fiscal Year)

¢c. Status
(Completed, In
Progress, or
Planned)

d. Completion
Percentage

e. Detailed
Comments

Point of Contact (Insert “Full Name, Title, email, and Phone Number”)

Note: Always spell out all acronyms when used the first time.

Description

1. Title of Deficiency: E.g. Radiocactive Material (RAM) Control
Program

2. Description of Deficiency: Provide a detailed description of the
deficiency and the impact to the organization and/or to the U.S.
Marine Corps.

3. Functional Category (Internal Contreol Reporting Category): Mark
the appropriate functional category (Per DoDI 5010.40 - 17 Operations
Reporting Categories) E.g. Supply Operations.

4, Deficiency Type: Mark if a Material Weakness (MW), Reportable
Condition (RC).

5. Justification: JIndicate if the deficiency is a “Threat to Image”,
Threat to Resources”, or "Threat to Mission” or any combination of
these.

6. Organization - Major Assessable Unit (MAU): E.g. Marine Corps
Forces Reserve (MARFORRES}.

7. Senior Accountability Official: Identify the name and title of
the senior official responsible to fix the deficiency. A senior
official is the highest level of leadership that is accountable for
resclution of the control deficiency. Provide name, title, phone
number and email.

8. Year identified: Insert fiscal year, e.g. FY 2010
9. Original Target Correction Date: (if identified previously)

Provide Quarter and Fiscal Year of the targeted correction date first
reported. E.g. 1°° Qtr, FY 2015.

15
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Example of a CAP
{(Actually submitted to DON in the USMC FY 2014 Statement)

Organization: U.S. Marine Corps

{1 of 1)

Title of Deficiency

Radioactive Material (RAM) Control Program

Description of Deficiency

Radicactive materials are heavily regulated both from within and
without the DoD. Failure to properly control the inventory of and
prevent damage to these materials is tremendously important both
legally and fiscally. Dispersion of the Force means that most reserve
units are not aboard military installations. This precludes the
availability of base supported RAM collection and disposal. In
addition, the Defense Reutilization and Marketing Office (DRMOs) will
not accept RAM.

Accumulation of unwanted RAM has been a problem for years. Most of
the controls on RAM are from a much high lever. Federal laws, DoD
policy, Department of the Navy (Navy Radiological Affair Support
Cffice, (RASQO)) and HQMC all contribute to the complexity associated
with the shipment and disposal of RAM. 1In addition, the disposal of
RAM is extremely expensive. Special contract carriers must be
utilized at great cost to ship RAM to a disposal location.

This problem has been on going. In an effort to alleviate some of the
backlog in the transfer of unwanted RAM, the Safety Directorate, in
concert with MARFORRES Facilities, is trying to identify a small
facility where unwanted RAM can be gathered, evaluated and subsequent
dispositional determination made.

Functional Category (Mark “X” in applicable functional category)

a. Communications b. Intelligence

c. Security d. Comptroller and
Resource Management

e. Contract f. Force Readiness

Administration

g. Information h. Acquisition

Technology

i. Manufacturing, j. Other

Maintenance, and Repair

k. Personnel and 1. Procurement

Organizational Management

m. Property Management n. Research,
Development, Test, and
Evaluation

0. Security Assistance P. Supply Operations %

g. Support Services

Notes (if applicable)

Deficiency Type (Mark “X” in applicable deficiency type)

17
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Milestone (2)

a. Title

Contract for recertification

b. Date ({(Quarter,
Fiscal Year)

4™ otr, FY 2014

c. Status
(Completed, In
Progress, or
Planned)

Planned

d. Completion
Percentage

e. Detailed
Comments

e Contract for recertification of Beta Scout
liquid scintillation counts in preparation for
testing.

Milestone (3)

a. Title

Advertise availability of receiving location

b. Date (Quarter,
Fiscal Year)

2" otr, FY 2015

c. Status
{(Completed, In
Progress, or
Planned)

Planned

d. Completion
Percentage

e. Detailed
Comments

e Advertise availability of receiving location
to all commands and begin coordinating
shipment of unwanted RAM

e Coordinate with Navy RASO for pickup of
unwanted RAM

e Re-evaluate program of efficiency/efficacy.

Point of Contact

Jeffrey J. Peters,
(504) 697-8158

Director of Safety, MARFORRES, at Jeffrevy@hgmc.mil,

Note: This document as well as all templates listed above are
available at our SharePoint site: FY 2015 MICP Guidance.
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DoD IC Reporting Categories

Operations

Eunctional Categories
1. Communications 15. Security Assistance
2. Intelligence 18. Supply Operations
3. Security 17. Support Services
4. Comptroller and Resource Management
5. Contract Administration Financial Reporting/Systems
6. Force Readiness End to End Business Processes
7. Information Technology 1. Budget-to-Report
8. Acquisition 2. Hire-to-Retire
9. Manufacturing, Maintenance, and Repalr 3. Order-to-Cash
10. Other (Primarily Transportation) 4. Procure-to-Pay
11. Personne! and Organizational Management g Acquire-to-Retire
jLagiocusmant 6. Plan-to-Stock

13. Property Management

14. Research, Development, Test and
Evaluation

Reference: DoD Instruction 5010.40, 30 May 2013
h UNCLASSIFIED

1. DoDI 5010.40 Definitions of IC over Operations (ICOO) Reporting
Categories

a. Communications. Communication requires a sender, a message, and an
intended recipient, although the receiver need not be present or aware of the
sender's intent to communicate at the time of communication; thus
communication can occur across vast distances in time and space.

b. Intelligence. The plans, operations, systems, and management
activities for accomplishing the collection, analysis, processing and
dissemination of intelligence in order to provide guidance and direction to
commanders in support of their decisions.

c. Security. The plans, operations, systems, and management activities
for safeguarding classified resources (not peripheral assets and support
functions covered by other reporting categories). Alsc covers the DoD
programs for protection of classified information.

d. Comptroller and Resource Management. The budget process, finance and
accounting, cost analysis, productivity and management improvement, and the
general allocation and continuing evaluation of available resources to
accomplish mission objectives. Includes pay and allowances for all DoD
personnel and all financial management areas not covered by other reporting
categories.

e. Contract Administration. The fulfillment of contractual requirements
including performance and delivery, gquality control and testing to meet
specifications, performance acceptance, billing and payment controls,
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justification for contractual amendments, and actions to protect the best
interests of the Government.

f. Force Readiness. The operational readiness capability of combat and
combat support (both Active and Reserve} forces which provide the necessary
flexibility to deter potential foes and rapidly respond to a broad spectrum
of global threats.

g. Information Techneology. Any equipment or interconnected system or
subsystem of equipment that is used in the automatic acquisition, storage,
manipulation, management, movement, control, display, switching, interchange,
transmission, or reception of data or information. 1IT includes computers,
ancillary equipment, software, firmware and similar services and related
resources whether performed by in-house, contractor, other intra-agency or
intergovernmental agency resources or persocnnel.

h. Acquisition. Applies to all acquisitions, including major
acquisitions and items designated as major systems, subject to the procedures
of the Defense Acquisition Board, the Military Services Acquisition Review
Councils, or the Selected Acquisition Reporting System. Requires the use of
an acquisition assessment template when conducting IC reviews and reporting
of IC material weaknesses. The purpose of the acquisition template is to
assist in the:

(1) Determination of risks related to proper implementation;
{2) Evaluation of existing controls and monitoring activities;
{3) Consideration of corresponding standards and success factors;
{(4) Determination of new material weaknesses.
i. Manufacturing, Maintenance, and Repair. The management and operation
of in-house and contractor-operated facilities performing maintenance and
repair or installation of modifications to materiel, equipment, and supplies.

Includes depot and arsenal-type facilities as well as intermediate and unit
levels of military organizations.

j. Other. BAll functicnal responsibilities not represented by any other
functional category, including management and use of land, sea, and air
transportation for movement of personnel, materiel, supplies, and equipment
using military and civilian sources.

k. Personnel and Organizational Management. Authorizations,
recruitment, training, assignment, use, development, and management of
military and civilian DoD personnel. Also includes the operations of
headquarters’ organizations. Contract personnel are not covered by this
category.

1. Procurement. The decisions to purchase items and services with
certain actions to award and amend contracts (e.g., contractual provisions,
type of contract, invitation to bid, independent government cost estimate,
technical specifications, evaluation and selection process, pricing, and
reporting).

m. Property Management. Construction, rehabilitation, modernization,
expansion, improvement, management, and control over real property (both
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military and civil works construction}, to include installed equipment and
personal property. Also covers disposal actions for all materiel, equipment,
and supplies including the Defense Reutilization and Marketing System.

n. Research, Development, Test, and Evaluation. The basic project
definition, approval, and transition from basic research through development,
test, and evaluation and all DoD and contractor operations involved in
accomplishing the project work, excluding the support functions covered in
separate reporting categories such as Procurement and Contract
Administration.

o. Security Assistance. Management of DoD Foreign Military Sales, Grant
Aid, and International Military Education and Training Programs.

p- Supply Operations. The supply operations at the wholesale (depot and
inventory control point) level from the initial determination of material
requirements through receipt, storage, issue reporting, and inventory control
{excluding the procurement of materials and supplies}). Covers all supply
operations at retail (customer) level, including the accountability and
control for supplies and equipment of all commodities in the supply accounts
of all units and organizations (excluding the procurement of material,
equipment, and supplies).

g. Support Services. All support service functions financed from
appropriated funds not covered by the other reporting categories such as
health care, veterinary care, and legal and public affairs services. All
non-appropriated fund activities are also covered by this category.

2. Reporting Categories Crosswalk. The charts below provide a crosswalk
from DoD Reporting Categories to G-Staff Functional Relationship and Category
Leads or Process Owners for ICOO.
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Reporting Categories Cross Walk

Internal Controls over Operations

Slide 1 0of 3
; G-Staff
Reporting Category Functiona! Category Lead
Functional Category 2 -
Relationship
1. Communications 6 Command Cnntmh commnicalions & Compuiurs (C4) |
e | e e o (INTEL)
| 2. Inte!hg_ence _ _ 216 i Command Conlml Communlcallons. & Computers {C4) |
| lntemgm Division {INTEL)
3. Securily 2/3/6 Plans, Policies and Operations (PP&0)
L= i) Command Controi Ct:lrnmunicauol'tsr & COn'hputefs (('.:4)
4. Comptroller and Resource
Management 8 Programs and Rasources (P&R)
: Installtions and Logkstics (&L} |
5. Contract Administration _ 4 Marine Corps Systems Command (MARCORSYSCOM) }
6 Force Readiness a5t Pians, Pollcies and Dperations (PP&0)
7 Information Technology [ 6 Command, Control, Communications, & Computers (C4)
+ - —— - 4
Installations and Logistics (18L)
RAcauistion ! 4 Marine Corps Systems Command (MARCORSYSCOM)

UNCLASSIFIED

Internal Controls over Operations

Slide 2 of 3
Reporting Category ErIELf
= k Functional Category Lead
Funchional Calegory Re!ationship
=i b Installations and Logfstics (18L)
9. Manufacturing, Maintenance, |
s Repair 34 Aviation [AVN)

Marine Corps Logistics Command (MARCORLOGCOM)
il ; L -

| 10 *Other ll- | AsAppHcab}g
£ : —
11. Personne! and Organizational | '
! 1 | Manpower and Reserve Affairs (M&RA)
Management _l
12 Procurement 4 | Instalations and Logistics (I&L)

| Madne Corps Systems Cnmrnand (MARCORSYSCOM)

- e |

13, Property Management i 4 | instafaions and Logistics (18L)

* Other: All functional responsibilities not represented by any other functional
calegory, including management and use of land, sea, and air transportation for
movement of personnel, materiel, supplies, and equipment using military and
civilian sources, ete.

UNCLASSIFIED
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Reporting Categories Cross Walk

Internal Controls over Operations
Slide 30of 3

G-Staff

Functional Category Lead
Relationship

Reporting Category

Funciional Category

14. Research, Development, Test,

SR TR S SO ek S e e e
| 15, Security Assistance 3517 Plans, Policies and Oparations (PP&0}
[16: Supply Operations 304 pere et )

Health Services {HS)

| Public Affairs Office {PAQ)

| 17. Support Services Special Staff | Staff Judge Advocale (SJA)

Chaplain of the Marine Corps {REL)
Elc...

e L . -

UNCLASSIFIED

3. DoDI 5010.40 Definitions of IC for Financial Reporting and Financial
Systems Reporting Categories (End-to-End Business Processes)

a. Budget-to-Report. Encompasses the business functions necessary to
plan, formulate, create, execute, and report on the budget and business
activities of the entity. It includes updates to the general ledger. It
also includes all activities assoclated with generating and managing the
internal and external financial reporting requirements of the entity,
including pre- and post-closing entries related to adjustments,
reconciliations, consolidations, eliminations, etc.

b, Hire-to-Retire. Encompasses the business functions necessary to plan
for, hire, develop, assign, sustain, and separate personnel in the DoD and
Office of the Secretary of Defense component.

¢. Order-to-Cash. Encompasses the business functions necessary to
accept and process customer orders for services or inventory. This includes
managing customers, accepting orders, prioritizing and fulfilling orders,
distribution, managing receivables, and managing cash collections.

d. Procure-to-Pay. Encompasses the business functions necessary to
obtain goods and services. This includes requirements identification,

sourcing, contract management, purchasing, payment management, and receipt
and debt management.
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e. Acguire-to-Retire. Encompasses the business functions necessary to
obtain, manage, and dispose of accountable and reportable property
(capitalized and non-capitalized assets) through their entire life cycle.
includes functions such as requirements identification, sourcing, contract
management, purchasing, payment management, general property, plant and
equipment management, and retirement.

f. Plan-to-Stock. Encompasses the business functions necessary to
plan, procure, produce, inventory, and stock materials used both in
operations and maintenance as well as for sale.

4. Reporting Categories Crosswalk. The charts below provide a crosswalk
from DoD Reporting Categories to HQMC Category Leads and Category Leads for
ICOFR/ICOFS.

It

Reporting Categories Cross Walk
Internal Controls over Financial Reporting and Systems
Slide 1 of 2
Category Reponénc?‘C:t:gories Business Processes Process Owner(s)
Bus]nessn‘,r’o‘;szes (FIAR) Functional Areas Calegory Lead(s)
| Budgetary Funding P&R
1 Budget-to-Report  |FBWT, Cash & Equivalents P&R
Financial Reporting P&R
|
iMiIitary Pay — Active Duty M&RA
2 Hire-to-Retire ;Military Pay — Reserve Duty M&RA
Civilian Pay M&RA
Travel — Temporarily Assigned Duty M&RA
- Travel — Permanant Changes of Station M&RA
3 Order-to-Cash  |Revenue and Callections' I&L
UNCLASSIFIED
6
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Internal Controls over Financial Reporting and Systems
Slide 2 of 2

Reporting Categories

Business Processes Process Owner(s)

ego - .
Category e Functional Areas Categary Lead(s}

Business Processes (FIAR)

!Procuremenl - Contracts 1&L/MCSC
|Procurement — GCPC JiaL
iProcurement —~ Reimbursable Work Orders {Grantor) [I&L
!Transportatlon - Things I&L
4 Procure to Pay |
iTransporlatlon —~ People I&L
| i
! MILSTRIP IaL
! EMlscetlaneous Payments I&L
|| L
| Military Equipment 1&L
' I
] 5 Acquire to Retire :General Equipment I&L
;Baal Property 1&L.
| Environmental Liabilities HI&L
|Inventory I&L
] Plan to Stock Operating Materials & Supplias®?
(Appropriated Procurament Account) I&L
{Ammunition) MCSC

UNCLASSIFIED
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Community
Support

Command Support

Training Support

7 COMMON OUTPUT LEVELS OF SERVICE (COLS) INSTALLATI

ON PORTFOLIOS

Marine, Family, &
Community Support

Installation Facliity
Support

Installation Information i Installations Training
T:u.u:m:o: _u..o-nn—_o_._w h noa:ms.w:n ﬂmﬁa H ﬁ._.nnzso_acq Services u g.%u ﬁ and Operations
ppo Management ! s Support

J

Emergency
Management
Emergency Management
Critical Infrastructure
Emergency Dispatch

COMMON OUTPUT LEVELS OF SERVICE (COLS) INSTALLATION FUNCTIONS

Law Enforcement
Law Enforcement
Antiterrorism

Fire & Emergency
Services
Fire/fEmergency Services
Instaliation CBRNE
Protection

Physical Security

Family Team Bldg Eschiel Ataa
Managoement
Engineering S
Samper Fit & nol dehowe
C u S
S pport Facllities Services
Roads, Grounds
Behaviaral Health Refuse, Custodial
Facilities
Tuition Ass|
uition istance " tment
FSRM
aersonal & Maintain Utility Ptant
Development
Unit Personal & Environmaental
Family Readiness Management
Compliance
Family C Conservation
. Restoration
Housing
Uiilitles Operations
Enorgy

Public Safety & instal nstal
uplic Information
Occupational Health Technology ; an_.,mzﬁﬁz %..._Wﬁo:
Infrastructure Supply Services
Legal Support Installations Training
Command Legal Advice Instaliation Information Procurement Services Support
Legal Services Services Procure Materials Operate , Maintain
Voice Services Administer Coniracts Control
Data Services EQD Support
Command Support Videa Services Food Sarvices
P i d B | o Oberetiona
Ra
Religious Support Installation : m:m&%@%
Worship Services Information Fue¥Ordnance
Technology Fuel Services
Business Practices _ Support Government &
External Affairs
Financial Resources Installation
Disbursements Information
Financial Reporting Technology
Support Services

Personnel Support
Civilian Manpower
Military Manpower

Public Affairs
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MCICOM MICP MATRIX

|
st
Comptroller & UL CIAL LS _3_"_““_..&”_ nt
N Command and Staff . . P DOD-wide effort to improve financial processes, controls corrected; IG prave .m
Audit Compliance financial Resources Resource 490 GB8 . __— . and Audit
Support and information. Findings/Inspection "
Management readiness {FIAR)
Checklist 490
Guidance
i "~ Certify real estate and land holdings are properly managed - .
Real Estate & Land Installation Facility Facilities Asset Property 770 GF and documentation and records are maintained for 1G _“__._n_zmu_.:.._mums_o_._ P11000.12C
Management Support Management Mangement Checklist 770
purchase lease, and sale of assets.
Real Property Installation Facility Facilities Asset Property 770 GF Certify Real Property is managed and accounted for and |G Findings/Inspection P11000.12C
Accountability Support Management Mangement information is updated as needed. Checklist 770 )
P10150.1,
. -~ . ' . IG Findings/Inspection P4400.150€,
Install
muh_“.._um: ”HM”W nsta “”o_..““m_s_a Supply Services Supply Operations wmw .www. G4 ST ICE a_umaﬁ_w.“ﬂ%ﬂm compliance with laws| ¢\ - wiists 561, 591, 753, 8300.1D,
. = g : 754 P10150.1,
_ P4790.2C |
mmﬂ”w”hﬂﬂ__m Installation Logistics |Garrison Trensportation Supply Operations 591 G4 Oversee all GME operations to m-..uc..m compliance with IG z:.:_._n& Inspection P11240
Suppart and Management laws and directives. Checklist 591
Management
Comptroller & A measure of how products or services meet or surpass . -
Customer Satisfaction S TTE L Business Practices Resourca 490 G1 customer expectation. Metric: Customer satisfaction Survey _.m.m:_R. I J:n_:mm\ MCO 5220.12
Suppart inspection Checklist 490
Management surveys, ICE, Food Surveys, etc
Comptroller & Agreements which promote interservice and Currency of agreements; IG .
MOU/MOA/ISSA LD ELDEID e Business Practices Resource 490 G1 intragovernmental support between DOD and non-DOD Findings/Inspection MCO 4000.48;
Support i . DOD 4000.19
Management _ ___ activities. Checklist 490
Continuous Process Command and Staff Comptroller & >2_“:MM“H.H_M_“__..HM” ””mmmnmn“ hqmﬂwﬂwwﬁmwﬂmﬂmnn\ of Number of CPI initiatives
Improvement {CPI} Business Practices Resource 450 GB P - R & . m & implemented during a FY; | MC0 5220.12
Implementation Support Management capability, combat readiness, and quality of life for Savines and Efficien
P . Marines and their families. E .
Personnel and
. d Staff N . .
z_mq._:m mn-um _.o.__n< &| Command and 5ta Con e IS OPPOTt Organizational 060, 061 61 Preparation, approval, u..i B.m.z.nsu_._nm of Marine Corps G EneyDHat e emenls MCO 5215.1K
Directives Review Support directives.
Manapement
. Personnel and . R
Records Maintenance | Command and Staff Command Sunport Orsanizational 061 61 Management, administration, maintenance, and IG Findings/Inspection  |NAVMC Directive
& Management Support PP Banizationd preservation of Marine Corps command records. Checklist 061 5210.11€
Management
070,010,
040, 045,
066, 120,
121, 123
Military Personne! and o ! :
Personnel/Service LRI Rz Personnel Support Organizational 250, 300, G1 Maintenance of official military personnel files {OMPF). L MCO P1070.12K
Records Support o L | 310,320, Checklist 070
nagemen 225, 340,
350, 360,
370, 380,
0o 385
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